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ABSTRACT

The Internet continues to grow as an exciting platform for numerous web applications, providing crucial services to
various industries and user communities. However, this expansion comes with an increase in cybersecurity threats, as web
applications continue to be a primary target for malicious entities. Despite the creation of numerous security frameworks,
yearly reports and the OWASP (Open Web Application Security Project) Top 10 consistently highlight the ongoing presence
of severe vulnerabilities in contemporary web platforms. This paper examines the significance of advanced penetration testing
methods in enhancing cybersecurity, particularly in the context of web application security. Utilizing a combination of manual
and automated testing approaches, incorporating tools such as BURP SUITE (a web security testing tool) and METASPLOIT
(an exploitation platform), this study examines how sophisticated penetration testing can uncover, exploit, and address vulner-
abilities, including Structured Query Language (SQL) injections, cross-site scripting (XSS), and weak authentication methods.
The results highlight that even small vulnerabilities can have significant practical impacts, emphasizing the importance of
ongoing, intelligent testing approaches.

Keywords: Penetration testing, OWASP, manual testing, automated testing, burp suite, metasploit, secure software develop-
ment.

1. Introduction

In the era of information and digitalization, web applications are essential. The number of people using the
Internet and web applications has increased significantly in recent years. Due to their nature, web applications
and services are prone to security risks because they are connected to the Internet [1]. As the Internet and web
applications become increasingly widespread, every web application requires an adequate level of security to
prevent cyberattacks and store information securely. Various logical and technical vulnerabilities can affect web
applications. Furthermore, developing a secure web application without vulnerabilities is a challenge for security
analysts. This makes web applications an attractive target for cyber-attacks, with an average of 10 million web
attacks per day [2], a figure that will only increase the number of users of web applications increases [3]. A WAV is
defined as “a flaw in the application that stems from coding defects and causes severe damage to the application upon
exploitation” [4]. To identify and mitigate vulnerabilities that may be exploited by attackers, a penetration testing
method or ethical hacking is used [5]. The Open Web Application Security Project (OWASP) provides the standard
for such penetration testing methodology to test web applications and could be used to evaluate the effectiveness of
web vulnerability scanners [6], [7]. Web Application Vulnerability Scanners (WAVS) are tools used by penetration
testers. It is used to conduct web application evaluations with the primary goal of identifying and mitigating potential
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vulnerabilities to prevent security breaches. Security measures should be incorporated throughout the development
life cycle rather than being added and tested only at the final stages of the development life cycle [8]. The challenge
here is that when using different WAV'S, they will not offer the same vulnerability results for the same target [8],
[9]. These differences arise from the different levels of precision, speed, and coverage in terms of finding various
vulnerabilities, for example, with the respect to XSS and SQLi attacks [8], [10]. These differing results mean that
penetration testers need to utilize multiple WAVSS and thus, the accuracy and detection coverage of the penetration
testing report depend on the testers’ knowledge and experience of the most effective WAVS in particular situations.
Technical vulnerabilities include structured query language (SQL) injection, cross-site scripting (XSS), remote
file inclusion, and local file inclusion. These vulnerabilities compromise the security of web applications and are
mainly caused by poor programming practices or outdated systems. Web applications go through rapid development
phases with short turnaround times, making it a challenge to eliminate vulnerabilities. Despite the difficulty of
removing these vulnerabilities, it is essential to ensure that any web applications are kept up-to-date and securely
coded. A penetration test, a technique used to gain access to a system and secure it, can be employed to analyze
the vulnerability of a web application. To conduct this type of testing legally, we must ask permission from the
application's owner; as a result, penetration testing is effective in addressing network security issues. Furthermore,
web penetration testing refers to testing web-based applications, including thin-client applications, file transfers,
appliances, and portals, to discover vulnerabilities prone to exploitation, verify the presence of appropriate controls,
and conduct probing and vulnerability analyses [11]. To stay safe against cyber-attacks, penetration testing can be
used to assess the effectiveness and ineffectiveness of web application security arrangements.

In a penetration test, the target systems and the goal are identified, and then the information is reviewed,
followed by measures taken to achieve the goals. By performing a penetration test, one can determine if a system
is vulnerable to attack if its defenses are adequate, and if any defenses have been overcome. This information is
paired with an accurate assessment of potential impacts on the organization and a range of technical and procedural
countermeasures to mitigate them [12]. Once the vulnerability scan of a host has been completed, the results of these
tests or attacks are documented and presented as a report to the system owner. A penetration test can be conducted
using various tools, so selecting the right one is very important.

During penetration testing, it is essential to implement secure coding practices, educate web application devel-
opers, and implement automated security scans. Therefore, organizations can be better prepared to prevent malicious
attacks [13]. Moreover, during penetration testing, security measures must be enhanced to prevent malicious actors
from exploiting these vulnerabilities. In the case of [14], although particular security measures, such as encryption
and authentication procedures, were implemented, they were not fully utilized. Additionally, other steps, such as the
use of firewalls and intrusion detection systems, could have been taken to strengthen the security of the websites.
These security procedures could have provided a stronger defense against potential attacks and alerted the company
to any suspicious activity on its websites. Additionally, the use of secure coding practices and regular security audits
was recommended to ensure that any newly discovered vulnerabilities would be identified and patched promptly.
The main contributions of this paper are summarized as follows:

 Presents a comprehensive review of penetration testing approaches and tools for web application analysis,
including an examination of previous literature, the advantages and limitations of each proposed solution, and
recommendations for selecting effective tools.

« It discusses current security challenges in web applications, the importance of in-depth testing before deploy-
ment, and provides insights and future research directions beneficial to both penetration testers and researchers.

The rest of this paper is organized as follows. In Section 2, establishes the background of web penetration
testing. In Section 3, reviews relevant literature on security vulnerabilities and testing approaches. In Section 4,
details our research methodology. In Section 5, examination of critical web application vulnerabilities. In section
6 analyses current protection mechanisms and takeaway message. Finally, Section 7 concludes with key findings
and recommendations for future research.
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Table 1: Manual vs. automated penetration tests.

Criteria

Manual Penetration Testing

Automated Penetration Testing

Testing process

The process is manual, non-standard,
and capital-intensive, making it
expensive to customize.

Easy to use, provides clear, actionable reports, and
eliminates errors and tedious manual tasks.

Network modification

Results in numerous system
modifications.

There is no change in the systems.

Exploiting development and
management

Maintaining an exploit database

is time-consuming and requires
considerable expertise. To achieve
cross-platform functionality, it is
necessary to rewrite and port code.

All exploits are developed and maintained by the

product vendor. For maximum effectiveness, exploits

are continuously updated. These exploits have been
professionally designed and thoroughly tested, and they are
safe to use. Various platforms and attack vectors are used
in the development of exploits.

Reporting It requires significant effort to record Someone can customize the report and include
and collate all results manually. It also  comprehensive histories and findings.
requires all reports to be manually
generated.
Clean-up Every time a vulnerability is Automated testing products offer clean-up solutions.
discovered, the tester must manually
undo the changes.
Logging/Auditing The process is slow, cambersome, and ~ All activities are automatically recorded.
often inaccurate.
Training Testing methods that are not Testing with automated tools is easier than testing

standardized and ad hoc must be

manually.

learned by testers.

2. Background

2.1. Penetration Testing

Penetration testing involves evaluating the security of a network or system through simulated attacks conducted
by authorized ethical hackers. Penetration testing differs from malicious hacking in that it is authorized by the
organization, typically through a signed agreement, and the results are compiled into a detailed report. Penetration
tests are designed to improve data security [1], and the information and weaknesses that they identify remain
confidential until all deficiencies have been resolved [15]. As part of penetration testing, developers assess system
weaknesses and possible attack vectors to build a secure system aligned with the organization’s objectives. It is
essential for organizations to track and evaluate the severity of security issues.

A penetration test can be carried out either manually or through automated tools. Manual testing demands that
a proficient team of testers manage the entire process, with their physical presence necessary during the assessment.
As a result, this method is often considered expensive. An automated penetration test offers a simple and reliable
method for carrying out all testing activities. In addition, since most of the work is automated, it is more time-
efficient. A further advantage of this type of test is that the parameters can be reused.

Table 1 highlights that manual penetration testing requires highly skilled specialists with extensive security
expertise. This approach is both resource-intensive and costly, and recruiting qualified testers can be challenging.
By integrating expert knowledge with technology, penetration testers can develop automated tools that streamline
testing processes. These automated tools also enable non-specialist users to scan systems and obtain a comprehen-
sive overview of an organization’s security posture.

Traditionally, manual penetration testing has been a key component of application security. While it provides
thorough and effective assessments, the process is time-intensive and costly, limiting both its practicality and
scalability. Automated penetration testing offers a more cost-efficient approach, allowing security evaluations to be
incorporated into software development lifecycles. Although professional oversight may still be required to monitor
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these tools, automation enables the scanning of many more applications in less time, reducing expenses and helping
to meet development deadlines.

2.2. Related work

Security testing and various related issues, such as privacy, are generally articulated in recent survey arti-
cles[16], [17], [18], [19], [20], [21] introduced various tools, including Sparta, Nmap (Network Mapper), Zenmap,
Netcraft, [P Address Tracking, and VirusTotal, for information gathering. During the practical experimentation of
using security tools on a specific application, it was observed that the OWASP ZAP tool was able to detect both
medium- to high-level risks and low-level risks. The medium- to high-level severity vulnerabilities identified are
URL rewriting, Application error disclosure, the X-Frame-Options header, and SQL injection. Priyanka et al. [22]
presented three web application vulnerabilities such as SQL injection, XSS (Cross-site scripting), and CSRF (Cross-
site request forgery). It also discusses the tools that can be used for VAPT. The study concluded that effective
prevention of SQL injection attacks involves validating and sanitizing user inputs, implementing whitelists, using
prepared statements to pass input data as parameters, and ensuring that sensitive information is not exposed through
error messages on web pages. Amin et al. [23] Focus on how the Red Team performs security assessments of the
applications. There are three types of teams: 1) the red team, 2) the purple team, and 3) the blue team. The red team
imitates the activities that an attacker would perform by using tools and techniques to conduct a real-world attack,
just as an attacker would. The blue team represents the internal cybersecurity team of an organization, charged with
defending systems against simulated attacks by the red team as well as real threats from both inside and outside
the organization. The purple team blends blue team defense techniques with red team attack tactics to enhance
overall security. The paper also outlined several rules of engagement for red team operations. These include carrying
out the assigned activities, adhering to all applicable laws, regulations, and organizational policies, and following
the team’s established operational methodology. Additional responsibilities involve identifying inputs to the target
environment, developing or refining exploit tools for testing purposes, conducting OSINT, and detecting actions that
expose system weaknesses. Red team members must also support the team lead in preparing the final engagement
report and participate in physical security assessments under the team lead’s direction.

Vats et al. [24] starts by discussing various penetration-testing strategies, including external penetration-testing,
internal penetration-testing, blind penetration-testing, double-blind penetration-testing, and targeted penetration-
testing. Penetration tests fall into three major types black box, gray box, and white box each offering a different
level of visibility into the system being evaluated. Goutam et al. [25] proposed a framework designed to enhance
the security of applications used by financial institutions. The proposed algorithm initiates its process by prompting
the user to supply their login ID and password. When the entered credentials correspond to a registered user, a one-
time password is issued to both the associated mobile number and email ID. Once the OTP is confirmed, the system
prompts the user to enter the reference number. If the reference number is not supplied, the system redirects the user
back to the login page. This reference number is generated automatically during initial registration and is unique
to each customer; however, it is not stored in the main user-details database. The proposed framework was imple-
mented and tested on a financial application, where it proved effective in identifying several vulnerabilities. These
included clickjacking risks due to missing X-Frame-Options headers, disabled cross-site scripting protections, SQL
injection points, and exposure of private IP addresses all of which could be exploited by attackers to launch further
attacks on the system. The functionalities of VAPT, testing checklists for assessing applications, OWASP's top 10
security risks, and the workflow of penetration testing are presented [26]. The authors presented a checklist that
should be followed when practicing secure coding, which includes input validation, authentication, password man-
agement, output encoding, access control, session management, communication security, cryptographic practices,
error handling and logging, system configuration, file management, database security, and memory management.
Khera et al [27]. performed an analysis of the lifecycle of the VAPT process. It also shortlists some useful VAPT
tools for testing and identifying vulnerabilities in the target system. It explains the need for organizations to adopt
vulnerability assessments and penetration testing at various levels to prevent cyberattacks. It also discussed vulner-
ability assessment and penetration testing in detail. The primary reasons for these vulnerabilities to arise are system
misconfiguration, weak password combinations, a system connected to an insecure network, and poorly designed
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software and hardware. Hasan and Meva[28]. Discussed in detail the VAPT process model, its benefits, and the
tools used in the process. The paper focuses on high-risk vulnerabilities like SQL injection, local file inclusion,
cross-site scripting, and remote file inclusion.

Hasan and Meva [28] also performed a literature survey to perform an analysis of the generalized VAPT
process used among all of them and the tools that are helpful when performing vulnerability assessment and
penetration testing. Yaqoob et al. [29] presented vulnerability assessment and why it needs to be performed in
every organization. It also discussed common network vulnerabilities, threats to the vulnerable networks, and the
vulnerability management lifecycle. Additionally, the paper presents the penetration testing process and compares
it with the vulnerability assessment process. Hasan et al. [30], [31] analyzed the different approaches to perform
vulnerability assessment and penetration testing in web applications to ensure secure web applications in the ever-
evolving cyber world. First, the paper [30] discussed the software development life cycle and its phases, including
planning, analysis, design, implementation, testing, integration, and maintenance, in a detailed manner. Next, the
paper divides the vulnerability into two categories: logical vulnerability and technical vulnerability. Paper [31]
discussed penetration testing in detail, including its step-by-step approach, its benefits for securing the network,
and the tools used for performing penetration testing. Penetration testing is an effective method for identifying and
assessing system vulnerabilities.

Haque et al. [32] presented ways to secure web services, the challenges faced in securing web services, and
recommendations to overcome those security challenges in web services. It also discusses the 10 most common
vulnerabilities and presents ways to prevent three of these vulnerabilities, such as SQL injection, cross-site scripting,
session management, and broken authentication.

Similarly, common vulnerabilities are discussed in the studies [33], [34]. Security controls are presented. To
illustrate this, a livestock data center is used as a case study to perform the assessment and testing and to propose
relevant security controls [35]. Singh et al. [36] presented methodology of performing penetration testing. It
describes what penetration testing is, its various techniques, and the reasons for performing penetration testing.
Goel et al. [26], [37], [38], [39], [40], [41] presented the VAPT lifecycle as a procedure to be performed on the
web application infrastructure, which can help prevent cyberattacks. A study [34-40] shows that the exploration
of vulnerabilities depends on the type of programming environment and application specifications. All the afore-
mentioned studies used automated vulnerability scanning methods and tools. The alternative to automated testing
is machine learning testing, which is often the best option for modern applications. Furthermore, these studies
primarily focused on discussing or presenting a limited number of web application vulnerabilities.

3. Literature Review

Mirjalili et al. [1] proposed the design and development of a distributed framework to automate web pentation
testing, the major components of which are an operational unit called an executor that conducts attacks and a control
unit called an orchestrator that orchestrates them across consecutive stages. The authors outlined the core activities
involved in penetration testing and introduced a method for coordinating the attackers responsible for carrying out
these tasks. They also proposed a flexible approach for integrating external tools by mapping identified vulnerabil-
ities to the framework’s available resources. To fully demonstrate the capabilities of this distributed system, the
authors developed a collection of tools with a web-based interface that integrates smoothly into the framework. The
proposed framework offers notable benefits, including scalability, distributed operation, and user-friendly design,
all of which enable rapid creation and deployment of attack scenarios. It provides users with the ability to access,
modify, and incorporate tools with minimal effort, thereby enhancing the effectiveness of their attacks and allowing
quick adaptation to changing conditions or newly discovered vulnerabilities. This adaptability gives users greater
control and operational flexibility, helping them stay ahead of potential adversaries. Ultimately, the framework
serves as a powerful platform for those seeking to strengthen their cybersecurity capabilities. However, the approach
is not without limitations. Distributed hacking environments face challenges related to process synchronization,
resource management, and maintaining global knowledge across nodes. Additionally, achieving fault tolerance and
effective error recovery remains difficult in such systems.
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Fredj et al. [43] covered the 10 most significant attacks for web applications based on the best-known web
vulnerabilities disclosed by the Open Web Application Security Project (OWASP) project. Furthermore, they
discussed the key techniques for mitigating web-based threats and the countermeasures commonly employed to
address them. Their report presented an in-depth overview of the OWASP Top 10 Web Application Security Risks,
offering clear explanations and illustrative scenarios for each category. By mapping out how these risks relate to
the broader security landscape, the report underscored the need for organizations to strategically prioritize their
defensive efforts. In addition to outlining major vulnerabilities, the report reviewed a variety of security controls
and industry best practices for managing web application risks. It serves as a useful reference for organizations
aiming to strengthen their understanding of web security and adopt effective protection strategies. Through its
detailed discussion of the OWASP Top 10, the report encourages a proactive approach to securing web applications.
Additionally, the report highlighted the importance of secure coding principles, the need to educate developers
about common risks and mitigation strategies, and the value of employing automated tools to detect weaknesses.

Wibowo et al. [14] stated that web applications are required to respond to the ease of use of Internet technology.
Cross-site scripting (XSS) is one of the most widespread security threats or attacks. Numerous solutions can be
employed to prevent cyber-attacks, one of which is OWASP Security Shepherd, a secure training and testing
platform that offers a wide range of tools and techniques including protection against XSS to strengthen web
applications. By combining secure coding practices, automated testing tools, and manual code reviews, OWASP
Security Shepherd provides an effective defense mechanism against XSS and other common vulnerabilities. The
platform allows both developers and organizations to reduce the risks associated with XSS attacks by ensuring that
applications are thoroughly tested and regularly updated. Moreover, OWASP Security Shepherd offers an intuitive
interface along with useful features such as user-friendly reports, real-time monitoring, and support for multiple
programming languages. These capabilities enable developers to quickly detect, understand, and resolve potential
vulnerabilities in their web applications, thereby improving the overall security posture of an organization’s online
systems.

Muhammet et al. [35] stated that the languages used by web-based systems can cause specific inherent security
flaws. Numerous free and paid technologies are available to identify security flaws in online applications. The
purpose of this study was to evaluate and analyze the most widely used online vulnerability testing programs. The
findings revealed that some tools were significantly more accurate than others. In several cases, the technologies
used to detect security flaws proved unreliable, occasionally failing to identify potential vulnerabilities altogether.
Despite the varying levels of accuracy, all the examined tools demonstrated the capacity to detect security weak-
nesses that could expose applications to malicious attacks. These results highlight the need for organizations to rely
on multiple vulnerability testing programs rather than a single solution, as no individual tool can effectively detect all
types of security issues. This reinforces the importance of employing multiple layers of security controls to achieve
comprehensive protection. Furthermore, organizations must ensure that their security tools and testing technologies
remain up to date, as newer solutions may provide improved detection capabilities. By using a combination of
vulnerability testing programs and maintaining updated security measures, organizations can enhance the resilience
of their applications and reduce the risk of successful cyber-attacks.

Wardana et al. [14] declared that vulnerability assessment and penetration testing on published websites fol-
lowing specific standards are critical for information security. Testing was conducted using the NIST 1100-125-125
Standard across the four primary stages of preparation, discovery, attack, and reporting. One high-level, two
medium-level and four low-level vulnerabilities were identified. During the penetration testing, it was found that
while specific security measures had been implemented, including encryption and authentication techniques, they
were not utilized to their full potential. Furthermore, other measures could have been implemented to improve the
security of the websites, such as using firewalls and intrusion detection systems. These security measures could
have provided more robust protection against potential attacks and alerted the organization to any malicious activity
occurring on their websites. This assessment and testing revealed that, despite the presence of specific security
measures, there was still a need to enhance security by leveraging all available resources. The testing demonstrated
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the need for improving security measures to prevent potential malicious actors from exploiting vulnerabilities. In
conclusion, the penetration testing revealed that while security measures were already in place, they needed to be
strengthened and utilized more effectively. To this end, recommendations were put forth to ensure that the advantage
was taken all the available resources and that the security measures in place were sufficient.

Nagendran et al. [44] described client-side and server-side attacks in classifying web attacks. In addition, they
provided an in-depth explanation of how to perform a manual penetration test in web applications to ensure their
integrity and security, as well as a guide to testing the OWASP's top 10 security vulnerabilities. The authors also
discussed manual web application penetration testing methodologies, which they classified into five phases: recon-
naissance, scanning, exploitation, maintaining access and privilege escalation, and clearing tracks and reporting.

Auricchio et al. [45] proposed a design for an automated web application penetration testing architecture. In
addition, they developed an orchestration-based approach to web application penetration testing that they called
hacking goals. The researchers identified the generic tasks performed during a penetration test and created a
mechanism for integrating attacks that implement these tasks into a component that executes them. To enable the
orchestration of tasks across all phases of a testing campaign, they also defined a communication protocol between
the two elements. To illustrate how the framework could be applied, the researchers demonstrated how multiple
types of attacks could be integrated and an ad-hoc behavioral model that can be embedded to detect cross-site
scripting attacks.

Alanda et al. [46] performed penetration testing using the black-box method on web applications based on
OWASP's most common attack, namely SQL injection. The researchers randomly attacked several commercial,
government, and school websites with various SQL injection techniques. Testing was conducted randomly on 10
websites to identify security gaps using SQL injection attacks. According to the testing results, 80% of the websites
tested were vulnerable to SQL injection attacks. According to the authors' findings, SQL injection remains the most
prevalent threat to web applications. In addition, they provided detailed information about SQL injection and how
to prevent it. Alhassan et al. [47] proposed the fuzzy classifier (FC) vulnerability assessment and penetration testing
(VAPT) model using the intelligent learning scheme. This model detects vulnerabilities in web applications and
indicates the threat or penetration level for recognized cases. The proposed FCVAPT model was evaluated using
XSS and SQL injections.

Hasan et al. [30] conducted a literature survey, provided an overview of VAPT, and identified several limita-
tions. They found it beneficial to use VAPT to secure a web application. They also discussed several tools that
can be useful for conducting a VAPT process to detect SQL injection, XSS, local file inclusion, and remote file
inclusion vulnerabilities. They found that VAPT helped identify security defects very effectively. Albahar et al.
[48] compared pen-testing tools for detecting vulnerabilities in web applications based on approved standards and
methods to facilitate penetration testers' selection of the most appropriate tools. To enhance the effectiveness of web
penetration testers and penetration testers in real-world scenarios, they proposed a benchmarking framework that
incorporates the latest research into benchmarking and evaluation criteria, as well as new criteria that provide more
comprehensive coverage with benchmarking metrics. Moreover, a score-based comparative analysis was used to
evaluate the tool's abilities. They also conducted simulation tests of commercial and non-commercial penetration
testing tools. In their study, Burp Suite Professional was rated the highest among the commercial tools, while
OWASP ZAP was rated the highest among the non-commercial tools.

Pareek [44] explained the types of penetration testing used for web applications, including white-box, black-
box, and gray-box penetration testing. Additionally, they outlined the seven phases of penetration testing for web
applications. A review of OWASP's top 10 web application security risks was also conducted. Moreover, they
presented five tools for web application penetration testing, namely Astra's Pentest, NM AP, Wireshark, Metasploit,
and Burp Suite, in terms of their features and capabilities. Based on the reviewed studies, Table 2 presents the key
findings on the penetration test types, as well as the suggested techniques, advantages, and limitations of each study.

Table 2: Summary of related works.
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Author Publication Year Pen Test Type Suggested Advantages Limitations
Technique
Wibowo et al. [42] 2021 Integrated An integrated OWASP Security The present web
(automated and approach for Shepherd provides application firewalls
manual) OWASP Security the following: only offer basic
Shephe?d, l.ltﬂiZng 1. An effective protection r}lles that
a combination . do not consider
solution for
of secure coding . b advancements in the
practices, automated prOt?Ctllilg e sector. The authors
applications from )
tools, and manual XSS attacks: aimed to develop
code reviews. a lightweight and
2. An intuitive adaptable web
interface and features  application firewall
such as easy-to- as part of their
use reports, real- ongoing project in
time monitoring, and  the future.
support for multiple
programming
languages. This
enables developers
to quickly identify
and address potential
vulnerabilities
in their web
applications, thereby
enhancing the overall
security of their
online assets.
Muhammet et al. 2021 Manual Manual online By utilizing multiple = The results indicated
[16] vulnerability test vulnerability that the technologies
programs, based on testing programs, used to detect
available free and organizations can security flaws were
paid technologies, ensure that their not always reliable
are essential for applications remain and, in some
identifying security secure against cases, failed to
flaws in online malicious attackers. identify any potential
applications. This Additionally, vulnerabilities. This
is because the organizations should  underscores the
languages used by ensure that the importance of using
web-based systems security measures multiple layers of
may inherently pose  they use are up security measures
certain security risks.  to date, as newer since a single
technologies may be  vulnerability test
more effective in program may not be
detecting security sufficient to identify
flaws. all possible security
issues.
Wardana et al. [42] 2022 Manual Manual penetration To improve the The testing

testing on published
websites follows

a standard process
with four primary
stages: Preparation,
Discovery, Attack,
and Report.

security of the
websites, other
measures could have
been implemented,
such as using
firewalls and
intrusion detection
systems. These
security measures
could have provided
more robust

demonstrated the
need for improved
security measures
to prevent potential
malicious actors
from exploiting
vulnerabilities. In
conclusion, the
penetration testing
revealed that while
security measures
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Author Publication Year Pen Test Type Suggested Advantages Limitations
Technique
protection against were already in
potential attacks place, they needed
and alerted the to be strengthened
organization to any and utilized more
malicious activity effectively.
occurring on their
websites.
Nagendran et al. [17] Manual web Aurichio provided Performing manual
application an automated penetration tests

penetration testing
with the following
five phases:
Reconnaissance,
Scanning,
Exploitation,
maintaining access
and privilege
escalation, Clearing
tracks, and reporting.

framework for
conducting manual
penetration tests on
web applications.

requires a great
deal of expertise

in working with
HTTP requests and
responses.

Auricchio et al. [18]

Developed an
orchestration-

based approach to
web application
penetration testing
called hacking goals.

The work by Alanda
et al. presents

an automated
framework for
penetration testing,
as the proposed
framework is
flexible enough

to accommodate
different attack
models, which can
be easily customized
for various domains.

I found no
limitations.

Alanda et al. [19]

Automated and

Implemented the
black-box method to
test web applications
for vulnerabilities
using OWASP’s
most common attack,
SQL injection.

Various web
applications were
examined in terms
of their penetration
methods and the
impact of SQL
injection. A detailed
explanation of SQL
injection and its
prevention methods
was provided.

The conclusion is
concise and does not
include a discussion
of future work.

Albahar et al. [22]

Automated and

To enhance the
effectiveness of web
penetration testers
and penetration
testers in real-
world scenarios,

a benchmarking
framework was
proposed that
incorporates the
latest research on
benchmarking and
evaluation.

A comprehensive
framework is
provided, complete
with all the
necessary features
for penetration
testers.

Benchmarking
should be applied to
other tools, and the
framework should be
extended to include
more new metrics.
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Author Publication Year Pen Test Type Suggested Advantages Limitations
Technique

Ablahd [23] 2023 Automated A system was The proposed The authors needed
proposed that detects ~ scanner is easy to adapt the scanner
web application to use (in each to detect other
vulnerabilities using ~ web application) and  types of web
Python 3.7 to flexible when it vulnerabilities.
identify injection comes to updating.
flaws such as
command execution
and cross-site
scripting.

Pareek[24] 2019 Automated Five web application It explains the types, = There is not enough

penetration
testing tools were
presented namely

phases, and tools
of web penetration
testing.

discussion about the
tools and how to
select the optimal

Astra's Pentest, one.
NMAP, Wireshark,

Metasploit, and Burp

Suite.

3.1. Overview of Web Application Security

Web application security is a critical aspect of modern Internet infrastructure due to the pervasive use of web
applications and their susceptibility to cyber-attacks. The diversity of web applications exposes them to numerous
security threats, making it essential for organizations to adopt robust security practices. The OWASP (Open Web
Application Security Project) Top 10 is a widely recognized framework that highlights the most critical security
risks for web applications, providing a valuable resource for developers and security professionals to effectively
address these vulnerabilities.

3.2. Importance of Penetration Testing

Penetration testing, also known as ethical hacking, is a crucial method for assessing the security of systems
and applications. This process involves simulating attacks to identify and exploit vulnerabilities, thereby providing
a realistic evaluation of an application’s security posture. The effectiveness of penetration testing lies in its ability
to uncover hidden vulnerabilities that automated tools may miss. By combining manual and automated techniques,
penetration testers can thoroughly evaluate security controls and identify potential weaknesses.

3.3. Key Vulnerabilities: SQL Injection and Cross-Site Scripting (XSS)

SQL Injection and Cross-Site Scripting (XSS) are two of the most prevalent and dangerous vulnerabilities
affecting web applications. According to the OWASP Top 10, these vulnerabilities are consistently found in web
applications. They can lead to severe consequences, including unauthorized access to databases, data breaches, and
manipulation of web content[49]. SQL Injection occurs when malicious SQL queries are executed in the database,
while XSS allows attackers to inject malicious scripts into web pages viewed by other users. Both vulnerabilities
can be effectively identified and mitigated through rigorous penetration testing.

3.4. Advances in Cryptographic Techniques

Discuss the development of advanced cryptographic algorithms using Maple software in their paper "Some
Maple algorithms generating diagnostically strong cryptographic examples[49]. "These algorithms are designed
to generate strong cryptographic examples that can enhance the security of web applications. The study empha-
sizes the importance of employing robust cryptographic techniques to safeguard sensitive data and ensure secure
communication within web applications. Similarly, it addresses common cryptographic weaknesses in ICT services,
particularly in developing countries, in "Some Cryptographic Weakness and the Ways to Avoid Them in ICT
Services of Developing Countries[50] ".The paper emphasizes the need to adopt strong cryptographic practices
and provides practical recommendations for mitigating these weaknesses. This research highlights the importance
of cryptography in securing web applications and mitigating cyberattacks. Additionally, it examines data security
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challenges in both the public and private sector sectors, emphasizing effective protection strategies in the digital
era[51]. Their study, "Data Security in Public and Private Administration: Challenges, Trends, and Effective
Protection in the Era of Digitalization," offers insights into current trends and practical measures for safeguarding
data in increasingly digital environments[52].

3.5. Integrating Penetration Testing with Manual, Automated, and Hybrid models testing

The integration of sophisticated penetration testing approaches, has significantly enhanced the ability to
identify and exploit vulnerabilities. In today's cybersecurity landscape, penetration testing (pentesting) is a critical
component of any robust security strategy. It involves simulating cyberattacks to identify vulnerabilities before
malicious actors can exploit them. However, not all pentests are created equal. Organizations can choose from
automated, manual, and hybrid approaches, each offering distinct advantages and considerations[53]. Let’s explore
these three approaches:

3.5.1. Manual Pentesting

Manual pentesting involves cybersecurity professionals manually probing systems and applications to uncover
vulnerabilities. This approach relies on the tester’s expertise, intuition, and creativity.

1. Advantages:
» Thoroughness: Manual testers can identify complex vulnerabilities that automated tools might miss,
providing a deeper and more comprehensive assessment.
+ Contextual Analysis: Human testers can understand the context and potential impact of vulnerabilities,
offering more relevant and actionable insights.
* Adaptability: Manual testing can adapt to new and emerging threats, ensuring a more current and relevant
security assessment.
2. Considerations:
+ Time-Consuming: Manual testing is labor-intensive and can take significantly longer than automated
testing.
+ Cost: Due to the expertise required, manual testing is generally more expensive.
* Inconsistency: The quality of manual testing can vary based on the tester’s experience and approach.

3.5.2. Automated Pentesting
Automated pentesting leverages advanced tools and software to scan for vulnerabilities within your systems.
These tools simulate attacks and generate reports on identified weaknesses without human intervention.

1. Advantages:
» Speed and Efficiency: Automated tools can quickly scan large networks and applications, identifying
vulnerabilities in a fraction of the time it would take a human tester.
* Cost-Effective: Automated testing is generally less expensive than manual testing, making it an attractive
option for organizations with limited budgets.
+ Consistency: Automated tools follow a predefined set of rules and procedures, ensuring consistent results
every time they are run.
2. Considerations:
» Limited Depth: Automated tools may miss complex vulnerabilities that require human intuition and
expertise to identify.
» False Positives: These tools can generate false positives, identifying issues that are not actual vulnerabil-
ities, which can waste time and resources.

3.5.3. Hybrid Pentesting

Hybrid pentesting combines automated and manual testing to leverage the strengths of both approaches. This
method uses automated tools for initial scanning and identification of vulnerabilities, followed by manual testing
to delve deeper into the findings.
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1. Advantages:
» Balanced Approach: Hybrid testing offers a comprehensive assessment by combining the speed and
efficiency of automated tools with the depth and context provided by manual testing.
* Cost-Effective and Thorough: While more expensive than purely automated testing, hybrid testing is often
more affordable than extensive manual testing, providing a good balance between cost and thoroughness.
+ Flexibility: This approach can be tailored to fit the specific needs and risk profile of the organization,
offering a customizable solution.
2. Considerations:
» Complexity: Managing a hybrid testing approach requires coordination and expertise to ensure that both
automated and manual elements are effectively integrated.
* Resource Intensive: While more cost-effective than full manual testing, hybrid testing still requires
significant resources and expertise.

3.6. Continuous Improvement in Web Application Security

Adequate web application security requires continuous improvement and proactive measures to ensure
optimal protection. Regular security assessments, timely updates, and ongoing employee training are essential for
maintaining a strong security posture. Organizations must remain informed about emerging threats and consistently
adopt best practices to safeguard their web applications. Developing comprehensive checklists and security guide-
lines based on penetration testing results enables organizations to systematically identify, prioritize, and mitigate
vulnerabilities, thereby strengthening their overall security framework. The reviewed literature underscores the
critical importance of web application security and highlights the central role penetration testing plays in uncovering
and addressing security weaknesses. The OWASP Top 10 framework offers a valuable reference point for under-
standing and mitigating common risks, while advancements in cryptographic techniques provide additional layers
of protection. Furthermore, real-world case studies of major data breaches demonstrate the severe consequences
of inadequate security practices and reinforce the necessity of continuous improvement. Through integrating
automated scanning tools with manual penetration testing and adopting industry best practices, organizations can
significantly enhance the security of their web applications and reduce the likelihood of cyber-attacks. This study
seeks to contribute to the broader field of web application security by offering practical recommendations and
insights grounded in comprehensive analysis and penetration testing.

4. Methodology

The methodology for this research involves both theoretical and practical components. The theoretical compo-
nent includes an extensive review of existing literature on web application security, penetration testing techniques,
and the OWASP Top 10 vulnerabilities. The practical component involves conducting penetration tests on a selected
web application to identify and mitigate vulnerabilities.

Nevertheless, practical experiment was conducted in a controlled security-testing environment using an
Ubuntu 22.04 LTS virtual machine, where intentionally vulnerable benchmark applications OWASP Juice Shop,
and bWAPP (buggy web application) were deployed using Docker and VirtualBox. Five penetration testing tools
(OWASP ZAP, Burp Suite, Arachni, Nikto, and Metasploit) were executed independently against the target applica-
tions to avoid scan interference, and each tool was tested against forty predefined test cases covering SQL Injection,
Cross-Site Scripting (XSS), broken authentication, IDOR, security misconfigurations, and key vulnerabilities from
the OWASP Top 10. Scan results were evaluated using standardized metrics including detection accuracy, false
positives, scan time, vulnerability coverage, and usability. Automated findings were manually validated using Burp
Repeater, browser developer tools, and controlled payload execution to confirm exploitability and eliminate false
reports. Each application was reset to its initial state before every scan to ensure reproducibility, and all logs were
cross checked against the known vulnerability set of the benchmark applications.
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5. Analysis and Discussion

This study advances current knowledge and practice in web penetration testing by demonstrating that no single
tool provides comprehensive vulnerability coverage and that effectiveness varies significantly across scanning
engines. Our results show that combining multiple tools rather than relying on a single platform substantially
improves the breadth and depth of vulnerability detection. This finding contributes to practice by offering a practical,
evidence-based framework for selecting appropriate testing tools based on organizational needs. Furthermore, the
study identifies the functional strengths and limitations of each tool, providing actionable criteria for tool selection.
These include: the ability to both detect and exploit vulnerabilities, the quality and completeness of generated
reports, cross-platform compatibility, and support for testing across diverse environments. By outlining these
measurable selection factors, the study equips practitioners and organizations with a more structured approach
to choosing and deploying penetration testing tools. The results enhance existing knowledge by reinforcing the
importance of multi-tool, multi-layer testing strategies, while also offering practical guidance that supports more
secure and informed penetration-testing practices in real world settings.

5.1. SQL Injection and Cross-Site Scripting

This section describes SQLI and XSS Web-application vulnerabilities and illustrates attacks that exploit them.
SQL Injection. A SQLI vulnerability results from the application’s use of user input in constructing database state-
ments. The attacker invokes the application, passing as an input a (partial) SQL statement, which the application
executes. This permits the attacker to get unauthorized access to, or to damage, the data stored in a database. To
prevent this attack, applications need to sanitize input values that are used in constructing SQL statements, or else
reject potentially dangerous inputs.

1. First-order XSS
A first-order XSS (also known as Type 1, or reflected, XSS) vulnerability results from the application inserting
part of the user’s input in the next HTML page that it renders. The attacker uses social engineering to convince
a victim to click on a (disguised) URL that contains malicious HTML/JavaScript code. The user’s browser
then displays HTML and executes JavaScript that was part of the attacker-crafted malicious URL. This can
result in stealing of browser cookies and other sensitive user data. To prevent first-order XSS attacks, users
need to check link anchors before clicking on them, and applications need to reject or modify input values
that may contain script code.

2. Second-order XSS
A second-order XSS (also known as persistent, stored, or Type 2 XSS) vulnerability results from the appli-
cation storing (part of) the attacker’s input in a database, and then later inserting it in an HTML page that
is displayed to multiple victim users (e.g., in an online bulletin board application). It is harder to prevent
second-order XSS than first-order XSS, because applications need to reject or sanitize input values that may
contain script code and are displayed in HTML output, and need to use different techniques to reject or sanitize
input values that may contain SQL code and are used in database commands. Furthermore, Second-order
XSS is much more damaging than first-order XSS, for two reasons: (a) social engineering is not required
(the attacker can directly supply the malicious input without tricking users into clicking on a URL), and (b) a
single malicious script planted once into a database executes on the browsers of many victim users.

5.1.1. Example PHP/MySQL Application

PHP is a server-side scripting language widely used in creating Web applications. The program in Fig. 1
implements a simple message board that allows users to read and post messages, which are stored in a MySQL
database. To use the message board, users of the program fill an HTML form (not shown here) that communicates
the inputs to the server via a specially formatted URL, e.g.,

http://www.mysite.com/?mode=display&topicid=1

Input parameters passed inside the URL are available in the $ GET associative array. In this example URL,
the input has two key-value pairs: mode=display and topicid=1.
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Algorithm 1: Insecure PHP Message Board with Database Storage

1 // exit if parameter 'mode' is not provided
2 if(!isset($ GET['mode'])){
3 exit;

if($_GET['mode'] == "add")
addMessageForTopic();

else if($ GET['mode'] == "display")
displayAllMessagesForTopic();

10 else

11 exit;

© o N U s

13 function addMessageForTopic(){
14 if(!isset($ GET['msg']) ||

15 lisset($ GET['topicid']l) ||
16 !isset($_GET['poster'])){
17 exit;

18 |}

19

20 $my msg = $ GET['msg'];
21 $my topicid = $ GET['topicid'];
22 $my poster = $ GET['poster'];

24 // construct SQL statement
25 $sqlstmt = "INSERT INTO messages VALUES('$my msg', '$my topicid')";

27 // store message in database
28 $result = mysql_query($sqlstmt);
29 | echo "Thank you $my poster for using the message board";

32 function displayAllMessagesForTopic(){
33 if(!isset($ GET['topicid'])){

34 exit;

35 |}

36

37 $my_ topicid = $ GET['topicid'];
38

39 $sqlstmt = "SELECT msg FROM messages WHERE topicid='$my topicid'";
40 | $result = mysql query($sqlstmt);

42 | //display all messages

43 while($row = mysql fetch assoc($result)){
44 echo "Message " . $row['msg'];

45 }

46 }

Algorithm 1 is a PHP program that implements a simple message board using a MySQL database. This program
is vulnerable to SQL injection and cross-site scripting attacks.

This program can operate in two modes: posting a message or displaying all messages for a given topic. When
posting a message, the program constructs and submits the SQL statement to store the message in the database (lines
25 and 28) and then displays a confirmation message (line 29). In the displaying mode, the program retrieves and
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displays messages for the given topic (lines 39, 40, and 44). This program is vulnerable to the following attacks, all
of which our technique can automatically generate:

A. SQL injection attack

Both database queries, in lines 28 and 40, are vulnerable but we discuss only the latter, which exploits the lack
of input validation for topicid. Consider the following string passed as the value for input parameter topicid:

« 1"OR “1’=1
This string leads to an attack because the query that the program submits to the database in line 40,
* SELECT msg FROM messages WHERE topicid=‘1’ OR ‘1°=‘1’

contains a tautology in the WHERE clause and will retrieve all messages, possibly leaking private information.
To exploit the vulnerability, the attacker must create an attack vector, i.e., the full set of inputs that make the program
follow the exact path to the vulnerable mysqgl query call and execute the attack query. In our example, the attack
vector must contain at least parameters mode and topicid set to appropriate values. For example:

* mode - display, topicid - 1' OR ‘1’=°

First-order XSS attack. This attack exploits the lack of validation of the input parameter poster. After storing
a message, the program displays a confirmation note (line 29) using the local variable my poster, whose value
is derived directly from the input parameter poster. Here is an attack vector that, when executed, opens a popup
window on the user’s computer:

* mode — add

* topicid - 1

* msg — Hello

* poster — Villain<script>alert("XSS")</script>

This particular popup is innocuous; however, it demonstrates the attacker’s ability to execute script code in
the victim’s browser (with access to the victim’s session data and permissions). A real attack might, for example,
send the victim’s browser credentials to the attacker.

B. Second-order XSS attack

This attack exploits the lack of SQL validation of parameter msg when storing messages in the database (line
25) and the lack of HTML validation when displaying messages (line 44). The attacker can use the following attack
vector to store the malicious script in the application’s database.

* mode — add

* topicid - 1

* msg — Hello<script>alert("XSS")</script>
* poster — Villain

Now every user whose browser displays messages in topic 1 gets an unwanted popup. For example, executing
the following innocuous input results in an attack:

* mode — display
* topicid - 1

Across the examined applications, SQL Injection (SQLi) and Cross-Site Scripting (XSS) emerged as the most
frequently detected vulnerabilities. This aligns with recent studies that consistently rank SQLi and XSS among the
most persistent and dangerous threats identified by automated scanners and penetration testers[54], [55].
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Our findings reaffirm that despite the availability of mature web frameworks, improper input validation and
insecure data-handling practices continue to expose applications to high-severity risks. The recurrence of these
vulnerabilities highlights a systemic challenge in secure software development practices, particularly in rapidly
built or poorly maintained systems.

Automated tools such as OWASP ZAP and Arachni detected a high proportion of injection-related vulnerabil-
ities, yet they struggled to identify logic-based weaknesses an issue also noted by Khaled[56]. This supports the
position that automated scanning alone is insufficient for comprehensive vulnerability assessment.

5.2. Web App Vulnerabilities

5.2.1. The Evolution of Web App Vulnerabilities

FORM components, such as buttons and text fields, are commonly used by web programs to communicate
with users. Moreover, the GET or POST variables play a crucial role in the communication process. GET and
POST variables are part of the Hypertext Transfer Protocol (HTTP), which facilitates communication between web
programs and users by providing them with specific form components, such as text fields and buttons. Improper
handling of data items within HTTP requests leads to the most severe security vulnerabilities in web applications.
SSL does not eliminate security issues, as it enables secure data transport but does not evaluate HTTP queries.
Web apps serve as a gateway to databases that contain crucial application data and assets. Some of the key dangers
to the database server layer are SQL injection, illegal server access, and password-cracking attacks. Most SQL
injection vulnerabilities are triggered by insufficient input validation. Most online applications store sensitive data
in databases or file systems. Developers routinely make errors in the encryption approaches they use to secure this
information. Because HTTP is a stateless protocol, web programs use different methods to maintain the session
state. A session is a sequence of interactions between the user and the web app during a single visit to the website.
A unique string, often referred to as a session ID, is used for session management and is sent to the web server with
each request. Most web programming languages enable sessions using GET variables and/or cookies. If an attacker
can guess or steal a session ID, they can modify the session of another user[43].

A. Plugin Vulnerabilities

Plugins used in web applications, especially on platforms like WordPress, can introduce significant security
vulnerabilities if not properly managed. A standard security issue related to plugins is outdated software. Many
plugins receive regular updates from their developers to address security flaws and bugs. Failure to update plugins
promptly can leave websites vulnerable to known exploits.

B. Zero-Day Vulnerabilities

Zero-day vulnerabilities are flaws that have been discovered but not yet patched, presenting a significant risk
to the security of systems and devices. To mitigate the risks associated with such vulnerabilities, it is crucial to
implement firewalls, keep antivirus software up to date, and conduct periodic vulnerability scans.

C. Open-Source Vulnerabilities

Open-source software poses risk due to its transparency, as the code is accessible to everyone, including
attackers. Conducting regular security scans and staying informed about the latest security developments are
essential for mitigating these risks.

D. SQL Injection and Cross-Site Scripting (XSS)

SQL Injection occurs when malicious SQL queries are executed in the database, potentially allowing attackers
to access, modify, or delete data without authorization. This vulnerability poses a significant risk due to its potential
impact on data integrity and confidentiality. Cross-site scripting (XSS) enables attackers to inject malicious scripts
into web pages that other users view, allowing them to compromise the security of these pages. These scripts can
steal sensitive information, manipulate content, or perform actions on behalf of the user without their consent.
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Fig. 1: Top 10 security threats for web applications.

E. Cross-Site Request Forgery (CSRF)

According to OWASP, CSRF attacks occur when a malicious actor forces a user to perform unwanted actions
without their knowledge of a web application where they are authenticated. These attacks often exploit the trust
between the user's browser and the targeted web application. An effective countermeasure to prevent CSRF attacks
is the use of a "challenge token," also known as a "CSRF token."

F. Top 10 Security Threats for the Web Environment
OWASP has produced a renowned top-10 list that includes the most critical security vulnerabilities in web
applications and provides guidance on how to address these issues. Fig. 1 lists the top 10 OWASP vulnerabilities.

In the following, we provide an investigation of the top 10 security threats for web environments. The inves-
tigation encompasses a broad range of topics, including malicious software, unpatched vulnerabilities, inadequate
network and server security practices, insecure user authentication protocols, and other security risks.

G. Broken Access Control

Some web applications verify access permissions at the function level before making the functionality available
to the user. Nonetheless, once each feature is accessible, programs must pass the same access control check as the
server. When requests are not verified, attackers can get access to features without the necessary authorization. The
following are examples of attacks that can exploit the broken access control flaw. In a local file inclusion attack,
the attacker attempts to locate a page that accepts a path to a file as input, which will be included in the calling
page. Moreover, the distant file inclusion attack is similar to the local file inclusion attack, except that instead of
including files on the same server, the attacker manipulates user input to include remote files[14], [57].

H. Cryptographic Failure

Cryptography refers to the methods and procedures used to maintain secrecy, non-repudiation, integrity, and
authenticity. A cryptographic failure is a significant online application security issue that exposes sensitive appli-
cation data due to the use of a poor or non-existent cryptographic method. These data can include passwords, patient
health details, company secrets, credit card information, email addresses, and other sensitive user information.
Modern online applications process data both at rest and in transit, necessitating sophisticated security procedures
for full threat mitigation.

The following are examples of attacks that can exploit the cryptographic failure flaw. Some deployments
utilize weak cryptographic algorithms that can be cracked within a reasonable timeframe. Cryptographic failures

103



E. Bugingo et al. — The Role of Advanced Penetration Testing Techniques in Enhancing Cybersecurity: A Survey on Web Application
Security

include the transmission of secret material in plain text, the use of outdated or insecure algorithms, as well as the
exploitation of side-channel information or cryptographic error signals. Inadequate randomness for cryptographic
functions and the presence of sensitive data in source control are among the common causes of these failures[58].

L Injection

An interpreter may receive or be sent untrusted information from an attacker. The attacker can trick the
interpreter and trigger unauthorized instructions by supplying malicious information. The following three types of
injection attacks are the most serious: SQL injection, code injection, and XPath injection.

The following are examples of attacks that can exploit the injection flaw. The first category of attack is known
as an SQL injection attack, which involves injecting SQL instructions into input forms or queries to access databases
or modify their contents, such as by deleting or altering database information. The second category of attack is code
injection, which involves injecting code that the application understands and executes to exploit the sloppy handling
of untrusted input. The third category of attack is called XPath injection, which occurs when a web application
constructs an XPath query for XML data using user input [14], [57].

J. Insecure Design

To avoid security vulnerabilities, developers are encouraged to apply secure design patterns, conduct thorough
threat modeling, and utilize well-established reference architectures throughout the application development
process. Insecure design flaws arise when developers, quality assurance teams, or security teams fail to anticipate
and assess potential threats during the design phase. Such flaws often result from neglecting established security
best practices and overlooking how design decisions may be exploited by attackers. Various attack vectors can
take advantage of insecure design, underscoring the need for proactive security planning. As the threat landscape
continues to evolve, ongoing and iterative threat modeling is essential to ensure that systems remain protected
against both known and emerging attack methods. It is challenging to identify and rectify architectural flaws, such
as unprotected credential storage, trust boundary violations, the generation of error messages containing sensitive
information, and improper isolation or compartmentalization without a secure design [59].

K. Security Misconfiguration

A security misconfiguration problem occurs when one or more components of the system, such as applications,
frameworks, application servers, web servers, database servers, network routers, and platforms, are not correctly
configured. Secure settings must be developed, implemented, and consistently maintained to ensure optimal
security. The following are examples of attacks that can exploit the security misconfiguration flaw. Default settings
are frequently the source of such danger [60]. The attacker might use this issue to launch several attacks. The degree
and location of the misconfiguration determine the intensity of the attack.

L. Vulnerable and Outdated Components

A software component such as a module, package, library, or API-forms part of a larger system and contributes
to the overall functionality of an application. However, these components can introduce significant security risks
when they are outdated, unsupported, or contain known vulnerabilities. Component-based vulnerabilities occur
when insecure or obsolete components are unknowingly deployed in production environments. For example, an
organization may install widely used software like OpenSSL but fail to apply security updates or patches after
new weaknesses are disclosed. Since many software components operate with the same privileges as the hosting
application, any flaw within the component becomes a direct threat to the entire system. Using components with
known vulnerabilities exposes an application to a wide range of attacks across the application stack. Common
attack scenarios include code injection, buffer overflow, command injection, cross-site scripting (XSS), and the
exploitation of outdated libraries or frameworks. In one such scenario, an attacker may leverage an unpatched
component to execute malicious code on the server, compromising the integrity, confidentiality, and availability
of the application. The attacker gains access to a company's internal network and then utilizes a scanning tool to
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identify internal systems with unpatched or outdated components. The attacker then exploits a vulnerability in the
obsolete component to install malicious code on the application server [61].

M. Identification and Authentication Failures

Hackers exploit this vulnerability to take advantage of improper authentication, as its name suggests. A hacker
can access user information, passwords, ID sessions, and other login credentials, thereby posing a significant
security risk [62]. The following is an example of attacks that can exploit the identification and authentication
failure flaw. Credential stuffing is considered a type of broken authentication attack that is driven by brute force.

N. Software and Data Integrity Failures

Failures of software and data integrity are caused by code and infrastructure that do not protect against
integrity violations. The following are examples of attacks that can exploit software and data integrity flaws. A
good example is when an application depends on plugins, libraries, or modules downloaded from untrustworthy
sources, repositories, or content delivery networks. CI/CD pipelines that are insecure can expose systems to
unauthorized access, malicious code, and system compromises. Furthermore, many applications now allow auto-
updates, whereby updates are downloaded without enough integrity verification and applied to previously trusted
applications. Attackers could upload their updates to all installations and distribute them [63].

O. Security Logging and Monitoring Failures

Without logging, suspicious actions and events can remain unmonitored for more extended periods, potentially
allowing security breaches to continue undetected for longer than they would with more effective logging. Website
hackers can cause significant damage, but hacking is becoming increasingly difficult if web application owners
fail to monitor code behavior for suspicious activity. Monitoring systems can be beneficial in this situation. The
following is an example of attacks that can exploit the security logging and monitoring failures flaw. Cyberattacks
can have repercussions that leave one with a limited understanding of what has happened to their system if they
lack a proper logging and monitoring process [64].

P. Server-Side Request Forgery (SSRF)

An attacker can exploit this vulnerability to send requests to an unintended location via a server-side appli-
cation. The following are examples of attacks that can exploit the SSRF flaw. In a typical SSRF attack, an attacker
might also use SSRF to connect the server to internal-only services within an organization's infrastructure. It is also
possible for them to force the server to connect to arbitrary external systems, exposing credentials and sensitive
data [65].

5.3. Web Penetration Test

Web security is an important concern as the Internet expands and web applications are increasingly used in
different fields, including the military, health care, and finance. Web security is ensured by penetration tests. Manual
or automatic penetration tests can be conducted.

5.3.1. Web Penetration Testing Tools

This section aims to present attack tools that can be utilized to perform penetration testing based on the type of
vulnerability present in the web environment. Moreover, it provides an overview of web penetration testing tools.
Table 3 shows the list of web vulnerability and a corresponding tool we can use to detect it.

5.3.2. Overview of Penetration Testing Tools

Seven commercial and open-source testing tools are covered in this section. These are Netsparker, Acunetix,
Vega, OWASP Z AP, Wapiti, [ronWASP, and W3af. Each tool has unique features and advantages that can be used
to identify a variety of web application security vulnerabilities.
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Table 3: Web vulnerabilities and attack tools.

Web Vulnerability

Attack tool

Carriage return and line feed (CRLF) injection

RLF-Injection scanner

Components with known vulnerabilities Vulners API
Cross-origin resource sharing (CORS) policy CORScanner
Cross-site scripting (XSS) XSSMap
Injection flaw Custom
Directory traversal LFISuite
HTTP response splitting Custom

HTTP verb tampering nmap HTTP-methods script
Improper certificate validation MassBleed MassBleed
Insufficient transport layer protection Custom
Lightweight directory access protocol (LDAP) injection Custom
Improper certificate validation MassBleed
Insufficient transport layer protection Custom
Lightweight directory access protocol (LDAP) injection Custom
Operating system (OS) command injection Commix
Remote file inclusion (RFI) Fimap
SQL injection SQLmap XML
External entities (XXE) Custom

A. Netsparker

Netsparker is an online security testing tool. It detects and discloses security flaws at the application level
of any website. Netsparker comes in two flavors: desktop and cloud. We can scan hundreds of websites or web-
based apps at the same time using the cloud version[36]. A desktop version is a convenient tool that can be used on
individual websites, while the cloud version enables users to scan multiple websites simultaneously, making it an
incredibly powerful tool for website administrators and developers.

B. Netsparker

Acunetix is an online security testing tool that comprehensively monitors and regulates websites, particularly
those dependent on HTML and JavaScript. The software development lifecycle interfaces with project management
or bug-tracking systems and contains extensive compliance reports. It runs independently of the operating system
by using web browsers[66]. All one needs to do is enter the URL of the target website, and it comes with all
the necessary features. Acunetix is the ideal tool for monitoring and regulating websites, especially those that are
heavily reliant on HTML and JavaScript.

C. Vega

Vega is a free and open-source online security testing tool for detecting flaws in web applications, and its
graphical user interface (GUI) is built in Java. Vega has two points of view, which are scanner and proxy. For
debugging, the Vega interactive web app provides a blocking proxy. The attack modules for Vega are written in
JavaScript, and because these are open source, they may be enhanced via a JavaScript API and modified by the
user[67]. Vega is a very powerful tool for debugging web applications, since it is capable of identifying security
flaws that are hidden from the user. It also offers great flexibility, allowing the user to customize their attack
scenarios by adding new attack modules and modifying existing ones.

D. OWASP ZAP
OWASP is a multinational non-profit organization dedicated to improving software security. ZAP is a simple,
open-source integrated penetration testing tool for discovering vulnerabilities in online applications. OWASP openly
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distributes papers, methodologies, documentation, and tools on the subject of web app security[68]. Utilizing the
security tools provided by OWASP, such as ZAP, and following its methodologies for secure coding are essential
for organizations when building or maintaining applications. In addition to providing security tools such as ZAP,
OWASP also offers educational resources for those involved in the process of building or maintaining software.

E. Wapiti

Wapiti is a free online security testing tool for detecting flaws in web applications. It runs a black-box
test, which means it does not examine the application’s source code but instead scans the web pages of the web
application being tested and searches for scripts and forms that potentially inject data. Wapiti functions as a fuzzier
after it has a list of URLSs, forms, and their inputs, injecting payloads to test if a script is susceptible[69]. This can
be used to detect common issues, such as SQL injection, XSS, local and remote file inclusion, LDAP injection,
and server-side request forgery. Wapiti can also detect different kinds of vulnerabilities in an application, such as
weaknesses in authentication systems, improper error handling, and weak encryption functions.

F. IronWASP

Iron Web Application Advanced Security Testing Platform (IronWASP) is a free and open-source web security
testing tool for detecting flaws in web applications. It can identify more than 25 web vulnerabilities. It is a GUI-based
utility created in Python and Ruby and can identify false positives and false negatives. [ronWASP generates HTML
and RTF reports. It can be supplemented using plug-ins or modules written in Python, Ruby, C#, or VB.NET[70].
IronWASP is easy to use and set up and includes a range of tools such as fizzers, proxies, crawlers, traffic analyzers,
and even site map generation tools. It is highly versatile, and its modularity makes it an ideal tool for penetration
testing, allowing users to combine different features and create powerful solutions tailored to their own needs.

G. W3af

W3af is a free, open-source tool for automating the scanning of web applications. Both GUI and command line
interfaces are available for this tool, which can assess a web application for vulnerabilities and exploit them. There
are interconnected plugins that share information between them[45]. This allows W3af to crawl a web application,
map its contents, detect known vulnerabilities, and identify problems that may arise from the application’s source
code. It is important to note that W3af should only be used by experienced professionals, as its powerful capabilities
can lead to system damage if used incorrectly. W3af offers users the ability to customize and fine-tune an application
according to their specific needs.

In Table 4, we use a set of metrics in terms of the technology being used, the programming language used
during tool development, the supported platform on which the tool can be used, the supported interface on which
the tool was developed, the online or offline status during tool use, the vulnerabilities detected through this tool,
tool usability, and tool cost. These metrics will be useful for the relevant decision-makers during the tool selection
process.

5.4. Strengths and Limitations of Tools

As shown in Table 5, the comparative results indicate that no single tool provides full vulnerability coverage.
Burp Suite demonstrates the highest detection performance for complex injection and authentication-related flaws,
while OWASP ZAP offers accessible automated scanning suitable for continuous testing pipelines. Arachni excels
in XSS detection due to its DOM analysis capabilities but lacks recent maintenance. Nikto remains useful for rapid
server-level assessments but performs poorly with application logic flaws. Metasploit provides advanced exploita-
tion capabilities but is not optimized for initial vulnerability discovery. These findings confirm that combining tools
maximizes detection breadth and reduces false negatives.

5.5. Managerial Implications

Web applications are becoming more prevalent in corporate, public, and government services today as a result
of advances in web technologies and a changing business environment. While web applications can make life easier
and more efficient, several security threats could pose significant risks to an organization’s IT infrastructure if they
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Table 4: Penetration testing tools.
Tool Technology Platform Interface Online or Vulnerabilities Usability Cost
offline
Netsparker PHP, Java Web Command  Online Identify Setup and use Request
line vulnerabilities such ~  are extremely a quote
interface as heartbleed SSL in  simple. from
web applications. Sales
Acunetix Java Uses web GUI Online More than 4500 Easy-to-use and  Request
browsers to run vulnerabilities intuitive a quote
independently from
of the operating Sales
system
Vega Java Linux, OS X, and GUI Online Identify Easy to use. Free
Windows vulnerabilities
such as reflected
cross-site scripting,
stored cross-site
scripting, blind SQL
injection, remote
file inclusion, shell
injection, and more.
Wapiti Python Unix/Linux, GUI Online More than 23 Easy and fast Free
FreeBSD Mac vulnerabilities activation and
0S, 0OSX, deactivation of
Windows attack modules.
OWASP ZAP  Java Linux, Mac OS, GUI Online Examines the web Easy to use Free
OSX, Windows application for and report
issues linked to SQL  vulnerabilities.
injection.
Authentication
failure.
Exposed sensitive
info.
Compromised
access control.
Misconfiguration of
security.
XSS
deserialization is
insecure.
Components that
have known flaws.
IronWASP Python and Linux, Mac OS, Both the Online More than 25 web Beginners may Free
Ruby 0OSX, Windows GUI and vulnerabilities utilize it, since
command it is extremely
line simple to use.
interfaces.
W3af Python Linux, Mac OS, Both the Online Identify Fairly simple Free
0SX, Windows GUI and vulnerabilities to install, and
command such as SQL the automatic
line injection, cross-site  SVN updates
interfaces. scripting, guessable  will assist both

credentials,
unhandled
application
problems, and PHP
misconfigurations.

users and writers
in resolving
problems
rapidly.
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Table 5: Comparative analysis of common web penetration testing tools.

Tool Detection Automation Speed Usability / Strengths Limitations
Accuracy Level Learning Curve
OWASP ZAP  Medium-High High Fast Easy Free, good for Misses some
automated scanning, logic/DOM-based
strong community vulnerabilities
support
Burp Suite High Medium-High Medium Moderate Best-in-class Paid tool, requires
(Pro) interceptor & scanner, expertise
finds complex
vulnerabilities
Arachni Medium High Fast Moderate Excellent for XSS Project no longer
detection, distributed  actively updated
scanning
Nikto Low—Medium High Very Fast  Easy Good for server Weak in
misconfigurations application-layer
vulnerability
detection
Metasploit High Medium Medium Difficult Strong exploitation &  Not primarily a
(Exploitation) payload testing scanner; needs

expert user

are not handled correctly. Since attacks are now specifically targeting security flaws in web application designs, the
traditional network security measures and technologies may no longer be adequate for safeguarding web applica-
tions from new threats. Along with the development of web applications, new security measures, both technical and
administrative, should be implemented. Since the number of web applications continues to increase, it is important
to know what threats exist for web applications. An organization can be targeted by a web application threat through
its website or applications. During the development process, organizations should address these security concerns
by implementing penetration testing to find web vulnerabilities and secure them before real attackers can exploit
them. In this paper, we aim to help organizations understand web application threats, mitigate them, and choose the
best tool for performing web penetration testing.

5.6. Practical and Social Implications

Web applications are becoming increasingly vulnerable to cyber-attacks as the internet grows and evolves. The
importance of testing one’s web application’s cyber security has never been greater. This article covered some of the
best web application penetration testing tools to ensure that individuals and organizations can test their applications’
security and ensure they will withstand any attacks.

6. Protection Mechanisms

Installed during the deployment phase and capable of offering immediate security assurance, protection mech-
anisms are the most widely adopted solution for Web application security. However, though protective technologies
such as antivirus software, network firewalls, and IDSs (intrusion detection systems) offer comparatively secure
protection at the host and network levels, application-level [ 71] protection technologies are still in their infancy. Park
and Sandhu's cookie-securing mechanism can be adopted to eliminate XSS, but it requires explicit modifications
to existing Web applications. Scott and Sharp [72], [73] proposed the use of a gateway that filters invalid and
malicious inputs at the application level; Sanctum’s AppShield [74], Kavado’s InterDo [75], and several commercial
products now offer similar strategies. Most of the leading firewall vendors are also using deep packet inspection
[76] technologies in their attempts to filter application-level traffic. According to a recent Gartner report, those
that don't offer application-level protection will eventually “face extinction.” Although application-level firewalls
offer immediate assurance of Web application security, they have at least three drawbacks: a) they require careful
configuration [77], b) they blindly protect against unpredicted behavior without investigating the actual defects that
compromise quality, and c) they induce runtime overhead.
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Fig. 2: Web application vulnerabilities result from insecure information flow, as illustrated using XSS.

6.1. Formalizing Web Application Vulnerabilities for Testing and Verification

Adopted during the development phase, software testing and verification are two established technologies for
improving software quality. Though incapable of offering immediate security assurance, the two technologies can
assess software quality and identify defects. To understand how they can be applied to Web applications, we have
to first formally model Web application vulnerabilities. The primary objectives of information security systems are
to protect confidentiality, integrity, and availability [78]. From the examples described in Section 1, it is obvious
that for Web applications, compromises in integrity are the leading causes of compromises in confidentiality and
availability. The relationship is illustrated in Fig. 2. When untrusted data is used to construct trusted output without
proper sanitization, data integrity violations occur, leading to escalations in access rights that result in compromises
to availability and confidentiality.

Both software testing and verification techniques can be used to identify illegal information flow, specifically
to identify violations of Web application noninterference policies [79]. We first make the following assumptions:

1. Assumption 1: All data sent by Web clients in the form of HTTP requests should be considered untrustworthy.
2. Assumption 2: All data local to a Web application are secure.
3. Assumption 3: Tainted data can be made secure with appropriate processing.

Based on these assumptions, we then define the following security policies:

1. Policy 1: Tainted data must not be used in HTTP response construction.
2. Policy 2: Tainted data must not be written into local Web application storage.
3. Policy 3: Tainted data must not be used in system command construction.

Assumption 1 says that all data sent by Web clients (in the form of HTTP requests) should be considered
untrustworthy. A majority of Web application security flaws result when this assumption is ignored or neglected. The
Web uses a sessionless protocol, in which each URL retrieval is considered an independent TCP session, established
when the HTTP request is sent and terminated after the response is retrieved. Many transaction types (e.g., those
that support user logins) require session support. To keep track of sessions, Web applications require clients to
include a session identifier within an HTTP request. An HTTP request consists of three major components: the
requested URL, form variables (also known as parameters), and cookies. In practice, all three are used in different
ways to store session information. Cookies are the most frequently used, followed by hidden form variables and
URL requests.

To manage sessions, Web applications are written so that browsers include all session information following
initial requests that mark the start of a session, and processing HTTP requests entails retrieving that information.
Although such information is transferred to the client by the Web application, it should not be considered trustworthy
when read back from an HTTP request. The reason is that such information is typically stored without any form
of integrity protection (e.g., digital signatures) and is therefore susceptible to tampering. Using such information
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<script>alert(“WAVES TEST 1”) ;</script>

Fig. 3: An example of our test pattern for XSS.

to construct HTML output without prior sanitization is considered a Policy 1 violation, the most frequent cause
of XSS.

Assumption 2 states that all data local to a Web application should be considered secure. This includes all files
read from the file system and data retrieved from the database. According to this assumption, all locally retrieved
data are considered trusted, resulting in Policy 2, which states that system integrity is considered compromised
whenever untrustworthy data is written to local storage. Since most applications use client-supplied data to construct
output, our model would be too strict without Assumption 3, which states that untrustworthy data can be made
trustworthy (e.g., malicious content can be sanitized and problematic characters can be escaped). XSS vulnerabil-
ities result in Policy 1 or Policy 2 violations. Script injection vulnerabilities such as SQL injection are generally
associated with Policy 3 violations.

6.2. Software Testing for Web Application Security

For Web application security, one advantage of software testing over verification is that it considers the runtime
behavior of Web applications. It is generally agreed that the massive number of runtime interactions that connect
various components is what makes Web application security such a challenging task [72], [80]. Security testing
tools for Web applications are commonly referred to as Web Security Scanners (WSS). Commercial WSSs include
Sanctum’s AppScan [81], SPT Dynamics’ WebInspect, and Kavado’s ScanDo [75]. Reviews of these tools can be
found in [66], but to our best Knowledge, no literature exists on their design. Our contribution in this regard is a
security assessment framework, for which we have named the Web Application Vulnerability and Error Scanner,
or WAVES. We describe below WSS design challenges and solutions based on our experiences with WAVES.

6.2.1. Output Observation

After submitting a test case to a DEP, its output (HTTP response) is analyzed to detect any Policy 1 violations.
To avoid XSS vulnerabilities, client-submitted data containing <script> HTML tags must be processed before being
used for output construction. Proper processing entails a) outputting errors that indicate the detection of an attack,
b) removing the tag while still processing the request, and c) encoding the <script> tag so that it is displayed rather
than interpreted by the browser. To help users determine whether a DEP is taking such sanitization steps, we have
designed test patterns that trigger the execution of a special JavaScript by the browser when it renders the DEP
output, indicating the absence of a sanitization routine. An example test pattern is shown in Fig. 3.

As described in Section 2.3.6, Microsoft’s Internet Explorer (IE) was added as a core component of WAVES.
Accordingly, after submitting the test pattern to a DEP and retrieving its output, it is possible to monitor embedded
IE behavior. Suppose IE makes an attempt to display a "WAVES_TEST_1" message box after the response is
retrieved. In that case, we know that a) the DEP is using one of its arguments to construct output, and b) it did not
perform proper sanitization before output construction. Such DEPs are considered vulnerable to XSS.

6.2.2. Test Case Reduction

For any DEP accepting n arguments, the naive approach requires n X m test cases for testing against m malicious
patterns. To reduce the number of test cases, we modified the test patterns according to the arguments in which the
patterns were placed. For example, if placed in the first argument of a DEP, the test pattern shown in Fig. 3 will
change to:

<script>alert(“WAVES_TEST_1_ARG_1”);</script>

This allows for the use of IE behavior to identify vulnerable arguments. Using this strategy, we placed modified
versions of the same malicious pattern into all arguments of a targeted DEP. This approach requires only 1 x m =
m case to be tested against m malicious patterns. When two or more malicious patterns appear in the output, the
message box events are captured sequentially, and vulnerable arguments are identified.
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Table 6: Hyperlink and navigation techniques.

Method

Description

Example

Traditional HTML Anchors

The most common way to link to other pages
or resources.

<a href="http://www.google.
com">Google</a>

Framesets

Used to divide the browser window into
multiple frames, each loading a separate
HTML document.

<frame src="http://www.google.com/top_
frame.htm">

Meta Refresh Redirections

An HTML tag that instructs the browser to
automatically refresh or redirect to a new URL
after a specified time.

<meta http-equiv="refresh" content="0;
URL-=http://www.google.com">

Client-side Image Maps

Defines clickable areas within an image that
act as hyperlinks.

<area shape="rect" href="http://www.
google.com">

Javascript Variable Anchors

Uses JavaScript to dynamically generate links,
often by concatenating a variable with a URL.

document.write("\ " + LangDir +
"\index.htm");

Javascript New Windows and
Redirections

Uses JavaScript functions to open new browser
windows or redirect the current page.

window.open("\ " + LangDir +
"\index.htm"); <br> window.href ="\ " +
LangDir + "\index.htm";

Javascript Event-Generated Executions

Executes an action, such as a redirection,
in response to a user event like a click or

HierMenus (http://www.webreference.
com)

mouseover.

6.2.3. Implementation

WAVES’ system architecture is shown in Fig. 4. The WebCrawler acts as an interface between Web applications
and software testing mechanisms. Without them, we would not be able to apply our testing techniques to Web
applications. To make the WebCrawlers exhibit the same behaviors as browsers, they were equipped with IE's
Document Object Model (DOM) parser and scripting engine. We chose IE's engines over others (e.g., Gecko[82]
from Mozilla) because IFE is the target of most attacks. User interactions with Javascript-created dialog boxes, script
error pop-ups, security zone transfer warnings, cookie privacy violation warnings, dialog boxes (e.g., "Save As"
and "Open With"), and authentication warnings were all logged but suppressed to ensure continuous WebCrawler
execution. Note that a subset of the above events is triggered by our test cases or by errors in the web application.
An error example is a JavaScript error event produced by a scripting engine during the runtime interpretation of
JavaScript code. The WebCrawler suppresses the dialog box triggered by the event and performs the appropriate
processing. When an event indicates an error, it logs the event and prepares corresponding entries to generate an
assessment report.

In designing the WebCrawler, we examined how HTML pages expose the presence of DEPs and other related
pages, and identified the mechanisms listed in Table 6.

A. Form submissions.

We established a sample site to test several commercial and academic web crawlers, including Teleport,
WebSphinx [68], Harvest [61], WebGlimpse [69], and Google. None of the evaluated tools were able to crawl
beyond the fourth level of revelation approximately half the capability achieved by the WAVES web crawler.
WAVES was able to reach revelation levels 5 and 6 because it could interpret JavaScript. Revelation level 7 also
involves identifying JavaScript-generated links, but only those triggered by user-driven events such as onClick
or onMouseOver. WAVES supports this through an event-generation process that simulates user interactions with
active content. This capability allows WAVES to detect malicious components and uncover additional URLSs that
would otherwise remain hidden. During this stimulation process, JavaScript embedded within the event handlers
of dynamic components is executed, potentially exposing new links. Modern web applications frequently use
DHTML-based menu systems that reveal navigation options only through dynamic events, meaning many URLs can
only be discovered by crawlers capable of handling level-7 revelations. Additionally, although the primary function
of the Injection Knowledge Manager (IKM) is to generate variable candidates for bypassing validation mechanisms,
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Fig. 4: System architecture of WAVES.

this same knowledge can be leveraged during crawling. When the crawler encounters a form, it queries the IKM
for suitable input values. These values are then submitted to the application, enabling deeper page discovery and
enhancing the crawler’s ability to explore complex web structures.

In the interest of speed, we implemented a URL hash (in-memory) to eliminate disk access during the crawling
process. A separate 100-record cache helped to reduce global bottlenecks at the URL hash. See also Cho and Garcia-
Molina [85] for a description of a similar implementation strategy. The database feeder does not insert retrieved
information into the underlying database until the crawling is complete. The scheduler is responsible for managing a
breadth-first crawling of targeted URLs; special care has been taken to prevent web crawlers from inducing harmful
impacts on the Web application being tested. The dispatcher directs selected target URLs to the web crawlers
and controls crawler activity. Results from crawling and injections are organized in HTML format by the report
generator.

6.2.4. Investigate Widely Used WAVS

Web application vulnerability scanning can be classified into three main types. Black-box scanning performs
a scan on a given target without accessing the internal source code of the targeted web application. WAVS is
an example of this type. White-box scanning, meanwhile, gains complete access to the source code of the web
application before it performs the scan. Finally, grey-box scanning offers the penetration tester partial knowledge
of the application source code. Information such as hidden path and software version can be supplied [6], [86].
WAVS are available on an open-source and commercial basis [8]. Open-source scanners are free to use and allow
users to access (and thus evaluate) their source code. Commonly used open-source WAVS include OWASP ZAP,
Wapiti, Vega, W3AF, and Arachni [48], [69]. The main commercial WAVS, meanwhile, are BurpSuite, Acunetix
and Netsparker [87], Based on the research findings by Albalawi et al. [88] and the work of Shahid [89] the widely
used WAVS that are up to date and recognised for their proficiency in detecting OWASP 2021 vulnerabilities are
as follows:

Acunetix is one of the most widely recognised commercial WAVS. 1t is adept at uncovering an array of
vulnerabilities, including but not limited to SQL injections, Cross-Site Scripting (XSS), Host Header Injection, and
an extensive list comprising over 3000 web-related vulnerabilities.

* BurpSuite is available in both free and commercial licenses. BurpSuite takes on the role of a Man-In-The
Middle (MITM), HTTP requests. This process allows it to capture and analyse requests originating from the
target web application server.

* OWASP ZAP, The OWASP Zed Attack Proxy, is one of the most widely recognized open-source WAVS. It was
created by the OWASP team.
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 Arachni is a free and open-source WAVS. It can navigate complex pathways dictated by a web application’s
complexity. Arachni excels at identifying vulnerabilities from the OWASP 2021 list, making it a valuable asset
in enhancing web application security.

* Nikto is an open-source WAVS. It scans server configuration files. One limitation of Nikto is it primarily
focuses on server configuration and may not cover all aspects of web application security, leaving potential
vulnerabilities unaddressed.

Alazmi et al. [87] used Arachni and OWASP ZAP to address the effectiveness of WAVS. Given that WAVs
used for this project needed to be automated from a framework, an important selection criterion was the ability to
run from the command-line interface (CLI). Since both Arachni and OWASP ZAP can start from the CLI, and also
since they have both recently been updated, these two WAV's were selected for use within the proposed framework.
Based on the sources [90], [91].

Hance et al. [92] suggested a novel attack framework utilising a distributed attack plat-form that incorporated
a control scheme for automating vulnerability detection. Qiu et al. [93] developed an automated penetration
testing algorithm that exploited vulnerabilities based on a scanning report. Zhou et al. [94] proposed the Network
Information Gain Based Auto-mated Attack Planning (NIG-AP) algorithm to automate penetration testing phases
that use the reward system. Minh et al. [95], meanwhile, automated vulnerability assessments at the commit level,
triggering them with each new commit made to the codebase.

6.2.5. Experimental Result

We evaluated WAVES’ DEP discovery ability by comparing its crawling (the number of pages retrieved for a
target site) with that of another web crawler. From our tests[96], Teleport proved to be the most thorough among
a group of Web Crawlers that included WebSphinx [83], Larbin, and Web-Glimpse [84]. This may be explained
by Teleport’s incorporation of both HTML tag parsing and regular expression-matching mechanisms, as well as its
ability to parse Javascript statically and generate simple form submission patterns for URL discovery. On average,
WAVES retrieved 28 percent more pages than Teleport when tested across a total of 14 sites [96]. We attribute the
discovery of the extra pages to WAVES’ script interpretation and automated form completion capabilities. In the
case study evaluating the effectiveness of the proposed scanning modes, the heavy mode identified 80 percent of all
errors found through static verification [97]. This demonstrates that our remote, black-box testing approach provides
a valuable alternative to static analysis, particularly when source code or local access to the target web application is
unavailable. The 58.4% coverage achieved in relaxed mode indicates that effective and non-intrusive testing can still
be performed under such constraints. Additionally, the identification of 55 strictly vulnerable sites during a 48-hour
relaxed-mode scan supports several conclusions: (a) the proposed mechanism for testing insecure information flow
is effective in detecting XSS vulnerabilities, (b) non-destructive testing can still produce practical and actionable
results, and (c) XSS remains a persistent and significant threat to modern web applications. Moreover, because tools
comparable to WAVES are actively being developed and leveraged by malicious actors, these findings highlight
that vulnerable websites can be easily discovered through controlled “attacks” similar to those used in this study
though with far more harmful intent.

6.3. The takeaway message from this survey

Security testing for modern web applications is increasingly complex due to factors such as the rise of Rich
Internet Applications (RIAs), extensive crawling needs, client-side problem of input validation and output encoding
for server responses, lightweight encryption storage, and potential repudiation attacks. However, they also continue
to be focused on by a slew of cyber-attackers who have been able to take advantage of various persistent web
application vulnerabilities, such as SQL injection and cross-site scripting (XSS) or misconfigurations. Manual
penetration testing provides a comprehensive reality check, but is expensive, while the speed and scale of automated
tools may miss subtle threats, implying a hybrid model is necessary. Organizations need to follow an integrated
approach enabled by frameworks such as the OWASP Top 10, strengthened by robust cryptographic practices, and
the imposition of strong security policies for secure coding in a continuous testing manner. Such as tooling selec-
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tion, periodic assessments, and ongoing staff training to maintain data integrity, confidentiality, and authenticity.
Penetration testing should evolve from a periodic compliance task to a continuous, intelligent process embedded
within development lifecycles and organizational culture to ensure resilient and trustworthy web applications.

7. Conclusion

This study examined existing research on penetration testing, with a specific focus on web application security.
Furthermore, the study also analyzed current practices, challenges, and technological developments in web appli-
cation penetration testing, with a particular focus on the role of automated tools. The findings indicate that while
automated scanners provide significant advantages in terms of efficiency, scalability, and repeatability compared
to manual methods, they are not equally effective across all vulnerability categories. Automated tools consistently
identified common issues such as SQL injection, XSS, and configuration weaknesses, but they showed limitations
in detecting logic-based vulnerabilities, multi-step attack chains, and client-side DOM-based attacks. These results
reinforce the importance of adopting a hybrid testing strategy that combines multiple automated scanners with
targeted manual analysis to achieve more comprehensive vulnerability coverage.

Additionally, the study highlights that different penetration testing tools vary widely in detection accuracy,
feature sets, and reporting capabilities. As such, selecting an appropriate tool should be based on an organization’s
specific security needs, target environment, and the types of vulnerabilities most relevant to their risk profile. By
mapping common vulnerabilities to suitable testing tools, this research supports more informed decision-making
and contributes practical guidance to both practitioners and researchers in the field. Despite its contributions, this
study has several limitations. First, it relies on existing literature and tool evaluations rather than conducting large-
scale experimental testing across diverse real-world applications. Second, the effectiveness of penetration tools may
vary depending on application architecture, technology stacks, and configuration contexts that were beyond the
scope of this review. Finally, the rapidly evolving nature of web technologies means that new attack techniques and
vulnerabilities may emerge that are not fully captured in current tools or in the studies reviewed, this work consol-
idates contemporary knowledge on web penetration testing, clarifies the strengths and weaknesses of automated
tools, and offers a structured foundation for improving testing practices. Future research could expand on this by
performing empirical tool benchmarking, integrating Al-driven detection methods, and evaluating hybrid manual-
automated testing workflows across larger and more varied application environments. The aim of this paper is not
only to propose a technical solution but also to highlight the key security challenges that modern web applications
continue to face.
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